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AgenticiEiR{ZiE L#E: MDASH

Three stages:

» Self-contained

* Reachability harness
» Fuzzing
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AgenticlEiRiZiE LTE: Mantis

Next Loop Iteration « Report = Architecture B v
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Context Preparation: A{+ARXTEHGFR{E Context ?

palE il RERH B DRETE )R ¥E ZeroMDASH HHJTHHES
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Context Preparation: 4@ Harness + Model FRYfEF
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@ f&1Ei8 R Trust Boundaries
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® NO = Entrypoints
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® R [ RSHIARR
BNRBERIREILE

@ Sink 231
plan_by_vuln AERES. %5,
BIEEIR. WPRIET

plan_by_patch
® {Rig&EE Hypothesis List
path:line X sink X skl

Threat Modeling: Fi—fEABREIERS BRI R

s BI&ER 4% Domain-Adaptive Modeling

S24& Entities
RRPH | WEERR
e ]:y]
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MBS HRRER Transitions
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Threat Modeling: LAMySQLELRRE 9!

® N Entrypoints

E6 COM_QUERY SQL X7
A/ LP @i INSERT/UPDATE
#2{F JSON Duality View
<i>sql/sql_parse.cc:2095</i>

@ {&E{E385 Trust Boundaries

B7 #AF SQL — DBA/#728E7 TR EENEE > RMATERO

DEFINER sandbox #Z7E
BREARATRIAERR Ll
<i>sp_head.cc:3116</i> escape_string_for_mysql (¥ X28)
vssql_lex (G@%238)
vs Sql_mode_parse_guard (#xX5FT)
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@ e [ REHAR
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JDV DML i&F

<i>ddl.cc:538 vs dml.cc Rk </i> SRR SQL mode FEE

<i>escape_string.cc:103-108</i> 45 SQL FSRHA A
EFERER SQL token
<i> (DDL B&%2 parse_guard fRiF) </i>
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path: dml.cc:2837-3050 B+ AT BRO
sink: 1XPRIEF / iB4E - % RRBIg
2Lk: PostgreSQL DEFINER-sandbox &7
CVE-2022-1552, CVE-2024-0985
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+ #3935 JSON FRFEREN




reat Modeling: S RIFIERELC NRRERES S

@ analyzer (WENEH =4 @ plan_by_spec 5 —%&HIA: spec.md:49-51

domain_invariant_registry.json

fd type. mm ownership. lifecycle KVM_CAP capability gate memory layout / attributes / private memory
ENT: 001/002/003/004/011 attack_surface.md FEEEX VM/VCPU state BT FHBIE UFHERERL query/enable FRTHEA TIA IR VCPU setters AFIE#NHITAT

REP: 001/002/003/004/011 $E44E3% size. alignment. address. ordering
INV: 001/002/003/007 prose: reachability. boundary. state machine. sink

TR: 001/002/003/004/012
SEAM: 001/002/007

normative rule normative rule
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reachability. priority. impact bound
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[4 % Agent-Native work package]
ffaE subtask®9 2R — objective

@ Hith: spec-016 subtask package

spec-016:0bl-01 hints objective

fd type. current-mm, vm_dead. vCPU lifecycle, spec_refs: spec.md:49-51 I83E VM/VCPU ioctl ) fd ownership, lifecycle.
KVM_CAP, memory layout, attributes. private memory. rationale: VMM-facing setup BT capability fl setup-to-run ordering;
VCPU setters #4ZI7E KVM_RUN BIfELIEZ setup 2 EHAREIE guest execution 3B RIAEIRZS #35R, ¥ memory corruption. host leak
candidate locations: kvm_main.c. x86.c % 3§ cross-VM impact
domain_refs: ENT/REP /INV/TR/SEAM

hypothesis.obligation_ids

spec-016:hyp-01 44 investigator

AEfAERR: FA4 setup ioctl ATLUERR obl-01 25emEHF
stale / wrong-mm state, SXERZIFER memory, hyp-01 BiEIaiEF AR
private backing. feature state, BXERZSHIE domain_refs S SIEEAR
A% guest-reachable HRRMEHIANIRR




3&10 critic-required hypotheses

@ Hypothesis Manifest
seed_hypotheses +
new_hypotheses

Investigation Subtask

£ZHypothesisfEE 5SS

accept discovery

iteration + 1

RIET—#

gaps
requested_evidence
next_focus
required_hypotheses

@ investigate_subtask: HZSiEBEER™

(@ critic_subtask: MIIRIE, EMSEERRR
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entrypoint — trust boundary — sink

ERE package
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!
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T

JREY task-relevant context
attack surface / registry
spec / writeup / patch / feature

IR IOE D
ERATEERREEERARE
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@ Planner: 4%5% Subtask Work Package
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T
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v
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sink-reaching enumeration
sibling parity
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KEERTRA?
REEEFEC/I/A?
BB/ primitive?

!

l

hints
spec / CVE / patch 51/
1REARD(E
ENT /REP/INV/ TR/ SEAM

EEIEEX RG]
owner / alias / partial update
error unwind / teardown / race

JRITEZE obligations
Bl counterexample attempts
FI#F coverage open / closed

v

'

[Investigation Output]
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T
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Package
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95 confirm 2 reject
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£ CVSS4.0 T4

confirmed_primitive

MR RRARE

T4 CVSS4.0 iT5

observation

BHNENLBEST

BRZRARTAS primitive

rejected

hypothesis #URFIEHEHEER

inconclusive

IRBEAC LR
IEHB DR




Investigation

BERE 5 TiEEix



Chain Investigation Subtask: B&iRHSiRRERE
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2205l: KVM CVE-2026-64555, SPSR iSE% eret Fl EL2

KVM (arm64) SREREMILT, guest vimPABERNARBWT N SERIREIUHIRER

I8 EL2 - &= hypervisor (KVM, VHE #&z) ARMv8/v9 Exception Level
EIEEEEE#FE{J_E k EL3 J1 Secure Monitor 4
- VHE Mode
> ‘t "’ guest f@ii / ERET iR[d] L EL2 Host OS + KVM + Hypervisor
nVHE Mode : Host OS 5 Guest OS #i7E EL1
#IE EL1 - guest SEPRB{TRISFINR - ¢ -
B : f L1 Guest VM i
i \ : L1 Guest Hypervisor
1 EBRERBULEE guest HIE FERERBLEL2 (hypervisor) 1 | & !
VR TN I N e N ) EL1 vV i/ EE
\. = [ L2 Guest VM )
Guest OS
t ¥ m=m/mmguest s )

AFAS VMM (31 QEMU) - &d ioctl Bc& vCPU FEAT.MOPS - o= ARSI / MAH S « TTHMA hyp

pstate = EL2h 2&&BA PSTATE /SPSR  — RRFFRA « 07 M + JE%4L IL
ERET “,—#Hiéﬁléﬁ% & SPSR R e M+ MEIE

—_— B

=l L ]
p— / — — s = ,C‘_
—f_“‘gnw?‘ e e

VHE & ARM64 [ Virtualization Host Extensions FE'EU%QIEIT % - \Q/\\‘ T ee—

Bilizfr KVM 1915 3 Linux WZ R DLEZ AT 3 EL2, Eﬂﬁfﬁg%*ﬁ)ﬁﬂéiﬁﬁ EL1 I Ay i fefbiz. S il



Memory copy/set instructions (MOPS)

Armv8.8 ) FEAT _MOPS 5 memcpy/memset $2{t T —4H$54. —IKEAE
= APr B

CPYP /SETP prologue, #J4fk
CPYM/SETM main, {738 HAHTE

CPYE / SETE epilogue, W

FHEL B EFE R R SR M &4 MOPS 7H, N, M{E5ERE| BA AR MOPS sLlK) CPU I, BE 452 BN IR/ NE
SRARAFENH LR, A5, PR CHEFFEESF AT S RLEN T RIIT.

S AL PR P R

OPEHAL . B AR HE R A K B B prologue FEHESZ A% s

it PC [1]3E 8 prologue;

M prologue FH T4 MOPS $£4~,

B3R Arm BRI 7. KVM A i7E hypervisor AL BRIt F4 BT =
https://cdn.kernel.org/doc/html/latest/arch/arm64/mops.html



RENH: —PNE. PR

NFER pstate 81K 5 1@{455/78s SPSR_EL2; IEEREW

MEIEESOE

—{  ERES

[

AF$ R vCPU PSTATE
iBiER/R: VEL2h, IL=0

,l, OF 3 [

to_hw_pstate() ]

VEL2h — £ EL1h

ERMERERE
EL1h, IL=0

¥

B A SPSR_EL2

'

#iEEM = EL2? |

v

A
,r ERET

( guest #EME EL1 1T ]

\—f—JL

REAR R [ R 3
KE7 EL2h | IL=1

— RREE

AFPH vCPU PSTATE
BIERR: VEL2h, IL=0

MOPS HES
BEESHE

932 SPSR_EL2
| EL2h, IL=0

v
; ERET SEhk ERE
; iR || SN AN
Vo 3hiRa =N Illegal Execution State | B EEy
—_—— - —— Z guest F‘@-‘EE%E EL2 #l.
[ #A EL2 SHAE '<|Z i | iR )
— —— \ g




RENH: —PNE. PR

WZER pstate IR 5 184351728 SPSR_EL2; [EEERARVREZSEIZSKE

u64 mode = ctxt->regs.pstate & (PSR_MODE_MASK | PSR_MODE32_BIT);

switch (mode) {

case PSR_MODE_EL2t:
mode = PSR_MODE_EL1t;
break;

case PSR_MODE_EL2h:
mode = PSR_MODE_EL1h;

break;

return (ctxt->regs.pstate & ~(PSR_MODE_MASK | PSR_MODE32_BIT)) | mode;




;‘%in. BERE: vEL2 REBEH S SPSR_EL2

—iERHAMEERS [WEIEIFRSR] - fEfls MOPS M EEFEC/RFERE TS 7

1 #A guest 2 4T MOPS & 3 BEEE 4 MOPS A EEF SO 5 ZAEAN
=R BlA& = EL2h (EE#) BlA& = EL2h (EE#) glAeZE EL2h (RE#£) BlA = EL2h (EE#) (R7E)

AN

[ 2EE ] [ Gl FF ]

BhSFes ELTh (E&h%) EL1h (Pt EEhR?E) ELTh (R3) EL2h, IL=0 (RESA\) EL2h, IL=0 (#RI£E)
EEN, &2 &2 LEIRERELUCE, A5 FKEHE /9B CPU #1328 EL2

N — e — s = > x N e

= | N
coder vhe/switch.ci548-561 —>switchT459-460 => entry.S:88 (ERET) _ ’




22: kvm CVE-2026-64555, SPSR 5353 eret Fl EL2

KVM (arm64) BREREMMWT, guest vmABERMA RSN SERIEUT IR

v2:

- Reword the changelog (Oliver Upton).

— Modify the hardware SPSR_EL2 directly instead of translating the .
synthetic vcpu_cpsr(), per review (Oliver Upton). vepu_cpsr:

: : flags | EL2h <— *vcpu_cpsr(vcpu) &= ~DBG_SPSH
arch/armé4/kvm/hyp/include/hyp/switch.h | 9 ++++++—o i —
1 file changed, 6 insertions(+), 3 deletions(-)

diff --git a/arch/arm64/kvm/hyp/include/hyp/switch.h b/arch/arm64/kvm/hyp/include/hyp/switch.h
index e9b36a3b27bbc..0995e34aa3c54 100644
——— a/arch/armé4/kvm/hyp/include/hyp/switch.h f p.
+++ b/arch/armb4/kvm/hyp/include/hyp/switch.h {4 SPSR_EL2: <- write_sysreg_el2(*vcpu_cpsr(vcpu
@@ -448,16 +448,19 @@ static inline bool __populate_fault_info(struct kvm_vcpu *xvcpu) 53\/53 E;F)ESFQ) T §i =
static inline bool kvm_hyp_handle_mops(struct kvm_vcpu *vcpu, u64 xexit_code) o ot
+ u64 spsr; flags «— R N ¥ EL1h
M i {2 flags | SS | EL1h g | %BE, ZIKEZ%F:F
*xvcpu_pc(vcpu) = read_sysreg_el2(SYS_ELR);
armé4_mops_reset_regs(vcpu_gp_regs(vcpu), vcpu-=arch.fault.esr_el2);
write_sysreg_el2(xvcpu_pc(vcpu), SYS_ELR); iéiﬁﬁlﬁ§?443{Ei-
/* =
Finish potential single step before executing the prologue BPST flags | SS | EL1h
instruction.
instruction. Modify the hardware SPSR_EL2 directly, as vcpu_cpsr() []cjzﬁéi SS
may hold a synthetic (vEL2) value for a guest hypervisor. //\{ﬁ 2 :
*/ —
*vcpu_cpsr(vcpu) & ~DBG_SPSR_SS; Spsr = flags | EL1h

write_sysreg_el2(*vcpu_cpsr(vcpu), SYS_SPSR);
spsr = read_sysreg_el2(SYS_SPSR); ,E§[]

write_sysreg_el2(spsr & ~DBG_SPSR_SS, SYS_SPSR);

SPSR-EL2 =flags |

return true;

! https://lore.kernel.org/all/20260617040820.2194831-2-bestswngs@gmail.com/

2.43.90




Take away: FIhEES| \RIREAmitigation

SPSR_EL2 EA s (3 11 &)

121 = A guest MRS IEEIRTE
22 = &l guest Y ERET
38123 = A510 errata FISaEEH

24 = BIESHESRSE to_hw_pstate() __guest_enter(): ERET
B#125 = A EL1 A RE

- ; JEAET ] SPSR_EL2
#%126 = SError PILEOWERE 7/ ! EL2h - EL1h; EEERE PSR_IL_BIT EEY
BR7 = IABEXRE

HR 10 1 writer: #RIREIRSLR

~

Bi28 = PSCI HEEANOEE
#8129 = panic REITEXEE kvm_hyp_handle_mops ()

#1210 = stub HVC RESEE i@ to_hw_pstate(), HiZEE A\ SPSR_EL2
BE{211 = MOPS 5S4 (AWHE)

I
| |




PoC: Return to ArbitraryAddress

# ./poc_mops_c : _
poc_mops_clean poc_mops_control A EPKernel PanicH FSE‘AB—{
# ./poc_mops_clean

[*] kvm_hyp_handle_mops SPSR privilege escalation PoC

[*] Target: Linux kernel with CONFIG_KVM_ARM_NV + FEAT_MOPS PS:000000009

[+] vCPU created with nested virt (NV) E[]PSTATE=PSR_MODE_EL21’1, ij‘ﬁfﬁﬁéﬁéeret
[+] GICv3 initialized
[+] vCPU: PC=0x40000000 PSTATE=EL2h SP=0x43fff000 to ELZ

[*] Running guest. If kernel panics -> vulnerability confirmed.

PC:00000000400000028
MMIO #1: CurrentEL = 0x8 (EL2)

3823.914213] Kernel panic - not syncing: HYP panic: Eﬂeret)ﬁE‘JPCjﬂOx4000OOO28, WTZPC%Q
3823.914213] PS:00000009 PC:0000000040000028 ESR:86000005 P NP
3823.914213] FAR:0000000040000028 HPFAR:0000000000402000 PAR:1lde7ec7edbadcOde Guest HGuestiiil, PHILATASEH ret2addr
3823.914213] VCPU:0000000043acaad8

3823.918737] CPU: 1 UID: @ PID: 323 Comm: poc_mops_clean Not tainted 7.0.12 #1 PREEMPT

3823.919391] Hardware name: linux,dummy-virt (DT) iﬁééHﬂWriteupﬂ:‘ﬂPoCﬂ[y\%%ﬁFi
3823.919802] Call trace:

3823.920152] show_stack+0x18/0x24 (C)

3823.921157] dump_stack_1lv1+0x38/0x90

3823.921387] dump_stack+0x18/0x24

3823.921566] vpanic+Ox464/0x4c4

3823.921745] do_panic_on_target_cpu+0x0/0xlc

3823.922080] Kkvm_unexpected_el2_exception+0x0/0x3cO

3823.922320] hyp_panic+0x0/0x7c

3823.922498] kvm_arm_vcpu_enter_exit+@x6c/0x9c

3823.923070] SMP: stopping secondary CPUs

3823.923946] Kernel Offset: Ox1d65f8abB000 from Oxffff300080000000

3823.924409] PHYS_OFFSET: B0x40000000

3823.924722] CPU features: 0x0000000,001a7005,fbe367el,957e7f3f

3823.925550] Memory Limit: none

3823.926710] ---[ end Kernel panic - not syncing: HYP panic:

3823.926710] PS:00000009 PC:0000000040000028 ESR:86000005

3823.926710] FAR:0000000040000028 HPFAR:0000000000402000 PAR:1lde7ec7edbadc@de

3823.926710] VCPU:0000000043acaads ]---

—
+
—
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[
[
[
[
[
[
i




.zeromdash > workspace_for_kvm-arm64__20260702T045342 > main > patch > [ CVE-2018-18021.patch

22 diff --git a/arch/armé4/kvm/guest.c b/arch/armé4/kvm/guest.c
23 index 3088463bafclfa..aéc9fbaeaefcdd 100644

24 --- a/arch/armé4/kvm/guest.c
T 25 +++ b/arch/armé4/kvm/guest.c
ﬁm \ * ° F 26 @@ -152,17 +152,25 @@ static int set_core_reg(struct kvm_vcpu *vcpu, const struct kvm_one_reg *reg)
L E n - o 27 1;
28
29 if (off == KVM_REG_ARM_CORE_REG(regs.pstate)) {
30 = u32 mode = (%x(u32 *)valp) & PSR_AA32_MODE_MASK;
31 + u64 mode = (*(ub4 *)valp) & PSR_AA32_MODE_MASK;
32 switch (mode) {
33 case PSR_AA32_MODE_USR:

34 + if (!system_supports_32bit_el0())
35 + return -EINVAL;
36 + break;

\‘ U t 37 case PSR_AA32_MODE_FIQ:
i _FIQ:
FIE writeup ; e TSI

39 case PSR,AASZ:MUDE,SVC:
40 case PSR_AA32_MODE_ABT:

. . | . 41 case PSR_AA32_MODE_UND:
main/writeup/ index.md#CVE-2018-18021—writeup context H] summary s ® W Rl
table H, CVE-2018-18021 %}iUﬂ%‘éj\j "CWE-20 improper input validation “o i S
of guest-set PSTATE.M / core reg file" - S PORBIRE.ELIL:

47 case PSR_MODE_EL1h:

48+ if (vepu_eld_is_32bit(vcpu))
49 + return -EINVAL;

50 break;

51 default:

52 err = -EINVAL;

.zeromdash > workspace_for_kvm-arm64__20260702T045342 > main > writeup > = _index.md > =< # kvm-arm64 — target vulnerability history > = ## CVE-2018-18021 — AArch64 KVM SPSR/PSTATE.M validation byy #i%  Markdow
# kvm-armé4 — target vulnerability history

38 ## CVF-2018-18021 — AArché4 KVM SPSR/PSTATE.M validation bypass via KVM_SET_ONE_REG

39 +

40 - *%CVE id / title:#* CVE-2018-18021 — KVM armé4 "guest.c’ mishandles “KVM_SET_ONE_REG ; insufficient restrictions on userspace access to the core register file and PSTATE.M
validation does not prevent unintended execution modes.

41 - **xRoot-cause class:*x CWE-20 (Improper Input Validation) of guest/userspace-controlled exception-return state. A guest that can drive "KVM_SET_ONE_REG (or a nested ERET) can
set an illegal 'PSTATE.M , redirecting hypervisor flow of control with full register control, or panic the hypervisor via an illegal exception return.

42 - xxAffected component:x* “arch/armé4/kvm/guest.c:76° ( core_reg_size_from_offset’ — whitelist of core-register offsets, ‘default: -EINVAL at :103, SVE/VREG guard at :115,
size-match at :129) and “arch/armé4/kvm/emulate-nested.c:2733" ( kvm_check_illegal_exception_return’ — rejects EL3 / illegal M / 32-bit EL / EL1+TGE, forces 'PSR_IL_BIT ).

43 - %%Writeup URL:** https://nvd.nist.gov/vuln/detail/CVE-2018-18021

44 - %%Patch commit SHA:%% *2a3f93459d689d990b3ecfhbe782Ffec89b97d3279" and "d26c25a9d19b5976b319atf528886T89¢cF455692d° (mainline, torvalds/linux). Verified present in snapshot at
‘guest.c:76  and “emulate-nested.c:2733°.
45 - xxLesson:** re-verify the “KVM_SET_ONE_REG core-reg whitelist (‘guest.c:76°) and the PSTATE.M illegal-return sanitizer ( emulate-nested.c:2733°) cover every ERET path,

including nested virtual ERET ( kvm_emulate_nested_eret’) and SRS/ERETAX.




AOLIFE: RiE CVE-2018-18021 f85<AY Context $f2H{RiZ

.zeromdash > workspace_for_kvm-arm64__20260702T045342 > log > review_log > i} plan_by_vuln.json > {} 33 > = objective
043 T

646

647 "id": "wuln-034",

648 "bucket": "vuln",

649 "objective": "Investigate-whether -the -PSTATE.M/core-reg-validation-class  (CVE-2018-18021) recurs-on-ANY ERET-path-beyond-the-patched kvm_check_illegal_exception_return: -the
KVM_SET_ONE_REG-core-reg-whitelist -must- be-complete-and-the-PSTATE.M -sanitizer -must cover nested-virtual-ERET: (kvm_emulate_nested_eret), - SRS/ERETAX, -and saved-SPSR-slots.",

650 Yhints": {

651 "cve": "CVE-2018-18021",

652 "bug_class": "CWE-20 improper input validation of guest-set PSTATE.M / core reg file",

653 "writeup": "main/writeup/_index.md#CVE-2018-18021",

654 "patch": "main/patch/CVE-2018-18021.patch",

655 "candidate_code_locations": [

656 "arch/armé4/kvm/guest.c:76",

657 "arch/armé4/kvm/guest.c:81",

658 "arch/armé4/kvm/guest.c:85",

659 "arch/armé4/kvm/emulate-nested.c:2733",

660 "arch/armé4/kvm/hyp/include/hyp/sysreg-sr.h"

661

662

663




I8 BHit584#, iteration 1

Investigation - iter 1 - no-finding Critic - iter 1 - revise

INF=%2Z K12 set core_reg PSTATEM B& &8, M EFTIEEYE SPSR_EL2 writer, &I =6 RIER:
__sysreg _restore_el2 return_state IL clamp. #%E ERET jH& kvm_hyp _handle_mops. synchronize vcpu_pstate &

4518 CVE-2018-18021 k&8 % B %00 unclamped writer fREREDIA S B HE T = 1B FRAERR

confidence 0.86 - severity low 3R sink HiE + & writer STt as

.zeromdash > workspace_for_kvm-arm64__20260702T045342 > log > review_log > [ vuln-034.investigation.log

--- iteration 1 ---
{

"title": "no-finding",
"detail": "I did not find a recurrence of CVE-2018-18021 in the reviewed ERET paths. KVM_SET_ONE_REG reaches ‘kvm_arm_set_reg() ' only after the initialized-vCPU ioctl gate ('main/repo/arch/armé4/kvm/arm.c:1843°, “main/repo/
arch/armé4/kvm/arm.c:1848°, ‘main/repo/arch/armé4/kvm/arm.c:1863°), and core registers go through ‘set_core_reg()" ('main/repo/arch/armé4/kvm/guest.c:719°, “main/repo/arch/armé4/kvm/guest.c:726°). The core-reg whitelist
covers PSTATE and all five saved-SPSR slots, rejects unknown offsets/alignment/SVE aliases/size mismatches, and PSTATE itself is checked for 32-bit support, EL1 width, NV-only vEL2 modes, and invalid M values before copy-in
(“main/repo/arch/armé4/kvm/guest.c:80°, “main/repo/arch/armé4/kvm/guest.c:103°, ‘main/repo/arch/armé4/kvm/guest.c:107°, ‘“main/repo/arch/armé4/kvm/guest.c:115°, “main/repo/arch/armé4/kvm/guest.c:129°, “main/repo/arch/armé4/kvm/
guest.c:242°, ‘main/repo/arch/armé4/kvm/guest.c:245°, “main/repo/arch/armé4/kvm/guest.c:255°, 'main/repo/arch/armé4/kvm/guest.c:258°, “main/repo/arch/armé4/kvm/guest.c:269°). At the host ERET sink,
__sysreg_restore_el2_return_state()" translates virtual EL2 PSTATE to physical EL1 PSTATE and still forces AArché4 EL2-or-higher returns to "EL2h|IL" before writing SPSR_EL2 (“main/repo/arch/armé4/kvm/hyp/include/hyp/
sysreg-sr.h:291°, “main/repo/arch/armé4/kvm/hyp/include/hyp/sysreg-sr.h:324°, “main/repo/arch/armé4/kvm/hyp/include/hyp/sysreg-sr.h:328"). Nested virtual ERET is also covered at point of use: the trapped ERET handler routes
VEL2 ERET to “kvm_emulate_nested_eret() , which reads live SPSR_EL2, rejects EL3, illegal M, AArch32, and EL1+TGE returns via “kvm_check_illegal_exception_return()’, handles ERETAx after that check, and only then writes PC/
PSTATE (“main/repo/arch/armé4/kvm/handle_exit.c:271°, “main/repo/arch/armé4/kvm/handle_exit.c:288°, 'main/repo/arch/armé4/kvm/emulate-nested.c:2733°, “main/repo/arch/armé4/kvm/emulate-nested.c:2744°, ‘main/repo/arch/armé4/kvm/
emulate-nested.c:2770°, “main/repo/arch/armé4/kvm/emulate-nested.c:2775°, “main/repo/arch/armé4/kvm/emulate-nested.c:2803). The VHE same-regime ERET fast path is a sibling sink, but it falls back to the slow sanitized path
when forwarding is needed, admits only ELOt under E2H+TGE or local VEL2 returns translated to EL1, and falls back if ERETAx authentication fails before writing SPSR_EL2/ELR_EL2 ('main/repo/arch/armé4/kvm/hyp/vhe/switch.
c:337°, “main/repo/arch/armé4/kvm/hyp/vhe/switch.c:352°, ‘main/repo/arch/armé4/kvm/hyp/vhe/switch.c:359°, “main/repo/arch/armé4/kvm/hyp/vhe/switch.c:374°, “main/repo/arch/armé4/kvm/hyp/vhe/switch.c:384). Saved-SPSR slots are
not an unsanitized host-ERET source: core “spsr[]’ maps to guest SPSR_EL1/AArch32 saved program-status registers, and restore writes them to guest EL1/AArch32 SPSR state, not directly to host SPSR_EL2 ('main/repo/arch/armé4/
kvm/guest.c:154°, “main/repo/arch/armé4/kvm/guest.c:157°, “main/repo/arch/armé4/kvm/guest.c:166°, ‘main/repo/arch/armé4/kvm/hyp/include/hyp/sysreg-sr.h:284", ‘main/repo/arch/armé4/kvm/hyp/include/hyp/sysreg-sr.h:365°)."
"evidence": {

"code_locations": [~

1,

"call_path": [~

1,

"writeup_refs": [

1,

"patch_refs": [

]
+
"severity": "low",
"confidence": 0.86,
"status": "no-finding"




I8 BHit58#, iteration 2

Investigation - iter 2 - confirm Critic - iter 2 - confirm

A sink (ERET jE#2A94FE SPSR_EL2) M, Fe@aE2E 11 MUBHSEE 5 MERESE (EERBIFEIRARER)
BEANR, BEDEZEAESE; H—F/KE: kvm_hyp_handle_mog fixup IS A7F pstate — MOPS EF D5 & — HE — ERET EX
#5386 EHl EL2h 5R£ to_hw_pstate/IL clamp EE )12 SPSR_EL2 Bl =W/ (Felix Wilhelm / lan Beer / Tavis Ormandy) £ aRULER

confidence 0.87 - severity critical — high confidence 0.82 - severity high

.zeromdash > workspace_for_kvm-arm64__20260702T045342 > log > review_log > 3 vuln-034.investigation.log

48
49
50
51

--- iteration 2 ---

{

"title": "VHE MOPS re-entry can write virtual EL2 PSTATE.M into physical SPSR_EL2",
"detail": "Entrypoint/trust boundary/sink: the task is about userspace/guest-controlled exception-return state entering through KVM_SET_ONE_REG core registers and nested-virtualization sysreg/ERET state, crossing into the EL2
guest-entry path whose privileged sink is physical SPSR_EL2 consumed by __guest_enter's ERET; the attack-surface report file was empty, so this framing comes from the subtask and the CVE writeup refs. CVE-2018-18021 was a
PSTATE.M validation failure: the local writeup says guest/userspace-controlled KVM_SET_ONE_REG or nested ERET state can redirect hypervisor control flow or panic EL2 if illegal PSTATE.M reaches exception return state, and the
historical patch added mode validation for regs.pstate. The reference entry path is mostly safe: set_core_reg validates regs.pstate and permits PSR_MODE_EL2h/EL2t only for NV vCPUs; __sysreg_restore_el2_return_state then
calls to_hw_pstate(), translating virtual EL2h/EL2t to physical EL1h/EL1t before write_sysreg_el2(pstate 7'S_SPSR), and clamps remaining AArché4 EL2-or-higher modes to EL2h|IL. The bypass is a sibling re-entry path after
guest exit on VHE: __compute_hcr records VCPU_IN_HYP_CONTEXT for virtual EL2 guests and states PSTATE.M ... be fixed up on exit; fixup_guest_exit first synchronizes physical SPSR_EL2 into vcpu->arch.ctxt.regs.pstate, then
when VCPU_IN_HYP_CONTEXT is set rewrites the in-memory mode from EL1t/EL1h back to virtual EL2t/EL2h. hhe same - fixup- then-dispatches-ESR_ELx_EC_MOPS-to-kvm_hyp_handle_mops, -which-clears only-DBG_SPSR_SS-and writes *vcpu_cpsr
(vepu) -directly -with-write_sysreg_el2(*vcpu_cpsr(vcpu), -SYS_SPSR); - __fixup_guest_exit -returns-true-and-the-run-loop-immediately calls-__guest_enter-again, -whose-ERET-consumes the now-raw physical SPSR_EL2. Under VHE,
write_sysreg_el2(v, SYS_SPSR) macro-expands to write_sysreg_s(v, SYS_SPSR_EL1), the physical EL2 return SPSR alias, so the virtual EL2 mode produced by the VHE fixup can reach the host ERET sink without to_hw_pstate() or the
IL clamp. This is not the guest SPSR_EL2 slot path: __sysreg_restore_vel2_state writes the guest SPSR_EL2 slot with write_sysreg_ell(..., SYS_SPSR), which under VHE targets SYS_SPSR_EL12, and it occurs in
__vcpu_load_switch_sysregs before the run loop later executes sysreg_restore_guest_state_vhe and __sysreg_restore_el2_return_state. Nested virtual ERET/ERETAx itself is covered because kvm_emulate_nested_eret checks SPSR_EL2
with kvm_check_illegal_exception_return before assigning *vcpu_cpsr, and the VHE fast ERET path either rejects to the slow path or maps EL2t/EL2h to EL1t/EL1h before writing physical SPSR_EL2. The saved SPSR core-reg slots
are raw-copyable, but their consumers do not target physical SPSR_EL2: SPSR_EL1 restores through write_sysreg_el1(... SYS_SPSR) (SPSR_EL12 under VHE), and SPSR_ABT/UND/IRQ/FIQ restore to AArch32 banked SPSRs. The explicit SRS
audit found no SRS instruction, ESR_ELx_EC_SRS, or symbol hit under arch/armé4/kvm; the only case-insensitive substring hit is the word ISRs in vgic/vgic.c:56, so I treated the subtask's SRS item as save/restore-state and
audited sysreg-sr.h save/restore sinks.",
"evidence": {
"code_locations": [«
"call_path": [~
"writeup_refs": [=
“patch_refs": [~
"spsr_el2_writers": [
{~
{-
{
"location": "arch/armé4/kvm/hyp/include/hyp/switch.h:460",
"function": "kvm_hyp_handle_mops",
"macro_target": "VHE physical SPSR_EL2 alias SYS_SPSR_EL1; non-VHE SYS_SPSR_EL2/hVHE SYS_SPSR_EL1",
"source": "xvcpu_cpsr(vcpu) after VHE fixup_guest_exit may have been converted from physical EL1 to virtual EL2 at arch/armé4/kvm/hyp/vhe/switch.c:548-561",
"classification": "vulnerable: assumed-already-sanitized but virtual EL2 survives to physical SPSR_EL2 without to_hw_pstate or IL clamp"




2Z/2: Milvus #53759, sparse search g

Search / HybridSearch fUEif{T#E C++ MRIBitAHRAS,; BRALEEREZE

Search / HybridSearch ZIHEHREIRTT, B4 8 B, {TIKEHBANES,

C++ IREMDE. RFEEKESH, RESHIRHEAIEEESR.
KEA8k+r (k=1, 1<r<7) B, #5575 rB; =iERA RCE,
Sparse Search: {{REFFHIECHEFERE

BIAEERS IREIRAFRERE R ENREE, RINHEEEERIEEAHT.
BWNNWERFRE q 5 topK, i/ Top-K 345 ID 515857,

MREIN g — BRG] + 5
{(2, 0.5), (9, 1.2)} SRUETEURS, RINES

IP 7~f5l: score(q, d) = X g[i] x d[i]; BM25 HJi¥5E metric /RZE.

749R8: (uint32 index, float32 value) x NNZ, &It 8 B; 1@id PlaceholderGroup &\,

Top-K ID + score
HEFHIREILER



mRRE: RERSE, DRFENKESH

size / 8 A FEXEE; validate=true FUKENEKEE FastMemcpy Zf5

PN 9B&IN: DEC8B, E%l9B

n = size / 8;

) Row(1): 8 B X
SparseRow row(n); // n x 8 B parseRow(1) HXTR

FastMemcpy(row.data(), data, size);
if (validate) o I EC I I I I B B
AssertInfo(size %$ 8 == 0, ...);
XI5 8 B %R 1B
(& #53759
8k +rB - #ARSrB

if (size %+8..'= Ok
ThrowInfo(ErrorCode: :DataFormatBroken,
"Invalid size for sparse row data");

}

n = size / 8; imi: o - 8% - KRS

SparseRow row(n); . L —
FastMemcpy(row.data(), data, size); a‘*«:f\ﬁégg; RYIs = |

if (validate) { /xvalue checks x/ } | - S e ————




Exploit: Heap overflow before assert

00%
Last login: Thu Oct 22 00:45:46 on ttys001
You have new mail.
[:Swing ~ 20~10-22 — 1:32:20
o ssh swing®192.168.50.3
Activate the web console with: systemctl enable --now cockpit.socket

Last login: Wed Oct 21 10:32:17 2026 from 192.168.50.6
swing@Terra:~$ podman logs -f --since @s milvus-standalone 2>&1 \
| grep --line-buffered -E 'uid=[0-9]+\(root\)|Invalid size for sparse'

Last login: Thu Oct 22 01:32:19 on ttys003
You have new mail.

[:Swing =B 610228 N30 2
o ssh swing®192.168.50.3
Activate the web console with: systemctl enable --now cockpit.socket

Last login: Wed Oct 21 10:32:22 2026 from 192.168.50.6

swing@Terra:~$ cd /home/swing/Desktop/milvus/specd37-poc

swing@Terra:~/Desktop/milvus/spec037-poc$ .venv/bin/python prepare_collection.py --target 127.0.0.1:19530 --token
root:Milvus

usage: prepare_collection.py [-h] [--target TARGET] [--token TOKEN]

prepare_collection.py: error: argument --token: expected one argument

bash: root:Milvus: command not found...

swing@Terra:~/Desktop/milvus/spec®37-poc$ ||

35—



EILIFE: BAH Qdrant CVE-2023-38975 + unfuzzed

2R

1. ARAERAE G iR 20 B E 3 Hi) vector size/count BiEEMA allocation/arithmetic DoS

2. Milvus Query Parser ¥4 fuzz coverage

.zeromdash > workspace_for_milvus > similar > qdrant > writeup > & CVE-2023-38975.md > = # CVE-2023-38975 — DoS via

1

31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51

# CVE-2023-38975 — DoS via unbounded vector dimension (chunked_vectors.rs)

## Writeup URLs (canonical)
- https://nvd.nist.gov/vuln/detail/CVE-2023-38975
- Reporter issue: https://github.com/qgdrant/qdrant/issues/2268 (360AIVul, opened 2023-87-17)

## Patch
**not found.** GitHub issue [E#2268 is closed but links no PR; the GHSA has no
package/CPE entry, Dependabot is disabled for it, and no patched version is
recorded. ‘writeup: partial’ — root cause and impact are confirmed from the
reporter issue; the patch reference is unavailable, so it is flagged rather
than invented.

## Why it matters for the target (milvus)

Numeric range validation on collection/vector parameters. For milvus, every API
that accepts a “dim’ / “size’ / “count® / ‘length’ that drives allocation or
arithmetic must bound it to a sane maximum **beforex* use. In C++ code paths an
unbounded dimension is not just a DoS but a potential memory-corruption
precursor (oversized allocation / arithmetic overflow feeding subsequent
indexing) — pair this with the 00B-read entry (PR H#9268) when probing

on-disk vector storage loaders.

## Sources

- https://github.com/advisories/GHSA-j4cw-vvxw-4jcv
d.nist.gov/vuln/detail/CVE-2023-38975
- https://github.com/gdrant/qdrant/issues/2268

.zeromdash > workspace_for_milvus > main > attack_surface > = fuzz_drivers.md > =< # Fuzz Drivers — milvus > < Fli%g Markdow

# Fuzz Drivers — milvus

Target: **milvus** (" github.com/milvus-io/milvus”, Go 1.26.5 + C++ “internal/core’ segcore/
knowhere engine).

Repo root: "/Users/bytedance/Projects/Security/ZeroMDASH/.zeromdash/workspace_for_milvus/main/repo’
Analysis focus (applied): *security issues causing remote code execution or unauthorized access* —
no driver exercises this focus because none exist.

## No existing fuzz drivers

No fuzz harnesses were found in the repository, in 0SS-Fuzz, or referenced by the

project's CI. The conclusion below is a #**verified negative**; every search path and

grep pattern tried is listed so the critic can reproduce the ahsence.




RINIE: BERER T 1M EUBERFPIT I ENIRRIR

.zeromdash > workspace_for_milvus > main > attack_surface > = attack_surface.md > =< # Milvus — Attack
analyze attaCk Surface i5 )ﬁﬂ%ﬁ%ﬁmﬂfﬁﬁ 1  # Milvus — Attack-Surface Report (data-flow + invariant audit)

198 ## 5. Hypothesis list

305  ### Memory safety (C++ segcore, unfuzzed)

. M A - . . .
/\;H\: Search/HybrldSearch ﬁ%;‘kj}%,ﬂ??ﬁu/{%[ﬁg PlaceholderGroup: 350  *#H-NQ — " internal/core/src/query/Plan.cpp:190,200 **
351 - memory safety (allocation DoS) - opensearch CVE-2023-31419 -
SearChRequeSt 352 “target.reserve(line_size * element.num_of_queries_)"  where both factors are
— PlaceholderGroup protobuf 353  client-controlled from the “PlaceholderGroup™ proto ( values(0).size()" up to

354 26B, “values_size()" up to 2432). No "MaxNqg'/ MaxPlaceholderBytes® enforced

— repeated Placeholder . o . )
355 before ‘ParsePlaceholderGroup”™ ("Plan.cpp:169-170°). Check: confirm proxy

— repeated bytes values 356 (" task_search.go’) bounds ‘ng” % “topk’ % “dim’; send a search with one 4GB
ﬁ’ﬁAgentXﬂ%@?U, 357 placeholder.
- values size() >k H % iR repeated field, Hnum_of_queries_ = /ph falliiesi'size'();

- values (0) .size () FRBFFimieftny bytes,,ﬁiine_size = ph.values (0) .size();
- PAEWEERS S Cc++ allocationFHFEMIN proxy BFEDA C++ BIZR T ng X dim X value size,

.zeromdash > workspace_for_milvus > log > review_log plan_by_spec.json > {} 37 > {} hints

690 {

691 "id": "spec-037",

692 "bucket": "spec",

693 "objective": "Verify PlaceholderGroup vector value sizes, nq, topk, and dim products are bounded before C++ reserve/insert allocations; if not, judge
allocation DoS or memory-safety impact.",

694 "hints": {

695 "spec_clause": "gRPC message length prefix; Protocol Buffers repeated bytes field-size bounds",

696 "candidate_code_locations": [

697 "internal/core/src/query/Plan.cpp:169",

698 "internal/core/src/query/Plan.cpp:176",

699 "internal/core/src/query/Plan.cpp:190",

700 "internal/core/src/query/Plan.cpp:200",

701 "internal/distributed/proxy/service.go:316",

702 "pkg/util/paramtable/grpc_param.go:40",

703 "pkg/util/paramtable/grpc_param.go:205"

704 1

705 "prationale": "Even with a total gRPC size cap, attacker-controlled repeated vector values can drive large allocations or arithmetic overflow if product
bounds are missing.",

706 "priority_reason": "Medium-low priority because it is mostly DoS, but public Search reaches C++ allocation at attack_surface.md:350-357."

707 +

708 },




2. W58 #Z513%)T SparseFloat AY Search

Investigation - iter 1 - no-finding

F®R : A C++ ParsePlaceholderGroup() B3t PlaceholderGroup bytes , values[] SRFEHI{T

H-NQ : EWTKE / nq EARH T ZRIHE ? L8 I 2 dense / embedding-list # reserve() 5 insert()o

A : segcore.NewSearchRequest() -~ C.ParsePlaceholderGroup() — C++ ParsePlaceholderGroup().

LRSI ANRERSKSRHLE

searchTask.PreExecute() - checkNgq() — getNq() / getNgFromSubSearch() - validateNQLimit() : 2RiA nq < 16384,
gRPC server - grpc.MaxRecvMsgSize() : BRIAEEKIEE < 256 MiB ; C ‘@%/E catch(std::exception&) - CStatus.
WL : no-finding ; KBMBY N TR

PUXEAREE H-NQ , B2 — CHARSERRECES | R Go B#ER / E PlaceholderGroup bytes.
1 5k 5 #7 ParsePlaceholderGroup() # SparseFloatVector #9333 % Bl 5 & $I#E.

confidence 0.88 - severity low

Investigation - iter 2 - no-finding

B 6 X 4R / ME PlaceholderGroup bytes RIBEE
@® i&% : GetPlaceholderGroup() - internalSubReq.PlaceholderGroup.
®@ SearchByPK : handlelfSearchByPK() — FieldDataToPlaceholderGroupBytesWithCount() - request.Searchinput.PlaceholderGroup.
® Hybrid : ConvertPlaceholderGroup() — convertPlaceholder() — proto.Marshal() - internalSubReq.PlaceholderGroup.
@ X7k Embedding : FunctionExecutor.ProcessSearch() - TextEmbeddingFunction.ProcessSearch()
— Float32VectorsToPlaceholderGroup() — proto.Marshal() — req.PlaceholderGroup / req.SubRegs]i].PlaceholderGroup.
® HTTP REST : generatePlaceholderGroup() / vectors2PlaceholderGroupBytes() — SearchRequest.Searchlnput.PlaceholderGroupo
® QueryNode BM25-IDF : BuildIDF() — SparseVectorDataToPlaceholderGroupBytes() — req.PlaceholderGroup.
ERRES KR : checkNqg() - getNq() / getNgF h() - validateNQLimit()
req.Nq IEEM A values_size() F—3 ; XA1TEHH MaxBatch() & ; B & & grpc.MaxRecvMsgSize()o

LA no-finding : MEELUE BB RS catch » CStatus R ; 8R4 4T SparseFloatVector 43

confidence 0.88 - severity low

Investigation - iter 3 - confirm

37195588 : knowhere v3.0.6 sparse_utils.h , SparseRow(n) $41F4 & n x element_size() B

new uint8_t[n * element_size()] ; element_size() = sizeof(uint32_t) + sizeof(float) = 8 B , THINAE.

Search / HybridSearch Blf& S AR &

ConvertPlaceholderGroup() £ SparseFloat £ & ItEi B3R [E R bytes ; internalSubReq.PlaceholderGroup = subReq.GetPlaceholderGroup()o
segcore.NewSearchRequest() — C.ParsePlaceholderGroup() — C++ ParsePlaceholderGroup() #9 SparseFloatVector 4 3%
— SparseBytesToRows(..., true) - CopyAndWrapSparseRow().

BEARTKERM : size =8k +r- n=size/8 =k - SparseRow(k) 4'& 8k B

FastMemcpy(..., size) B 8k + r B - #5 r B - Assertinfo(size % 8 == 0, ...) #ii 5 - C @3 = catch — CStatus.

9BHIA > HE 8B~ £H 9B - REEMAE 1B ; RERRREEEAZRE.

BTN k21, 1srs7 HHEREH ; Search XM ValidateSparseFloatRows()

HMAKESRTANRHHM AR ; RENAS RCE HARIEHR.

confidence 0.82 - severity high

b anE

RIER

Critic - iter 1 - revise

WV RH 3 X4&R | EA PlaceholderGroup bytes HBFE , R4S BIIME

@ iE% : subReq.GetPlaceholderGroup() - initAdvancedSearchRequest() E internalSubReq.PlaceholderGroup,

® BM25 / SearchByPK &% : handlelfSearchByPK() — FieldDataToPlaceholderGroupBytesWithCount(fieldData)
- E request.Searchlnput.PlaceholderGroup , 3 request.Nq Zi& iR E#I 178K,

® Hybrid #i : initAdvancedSearchRequest() — ConvertPlaceholderGroup() - convertPlaceholder() - proto.Marshal().
fp32 EifJ{TH A fp16 / bf16 , BE internalSubReq.PlaceholderGroup.

IMEER : ENBENTERENRRETNTE ?

BN EERBURE len(Values), FHIREBURE ATTHER convertedValues ; handlelfSearchByPK() RI5tF PreExecute()o

I AL ITER grpc.MaxRecvMsgSize() ; # ParsePlaceholderGroup() H offsets.reserve(num_of_queries_ + 1)o

R : revise , I no-finding WRE ; AR MKW SparseFloat HEnsH

confidence 0.82 - severity low

Critic - iter 2 - revise

REMN 2 X : C++ ParsePlaceholderGroup() , Plan.cpp:171-174

ph.type() == PlaceholderType::SparseFloatVector -~ SparseBytesToRows(ph.values(), /*validate=*/true)

- CopyAndWrapSparseRow(row.data(), row.size(), validate) ; else % %= i dense / embedding-list i reserve() / insert()o
CopyAndWrapSparseRow() i 3 —E4lH : S REM , WHRKKE , BERE

n = size / element_size() // [ TNEE ; SparseRow row(n) // % Bt K /N4 R #%E,

FastMemcpy(row.data(), data, size) — if (validate) Assertinfo(size % element_size() == 0, ...)o

KERELEREHZE ; grpc.MaxRecvMsgSize() ARFEEEFTH , TR ELITH 8 B XFF.

Bk : revise , SEEB A3 BRUEIE H B Search BB

knowhere F#&R#R% : FREX SparseRow(n) i85, element_size() , ¥IKTEH X 2 E M EF n x element_size() Bo

#%# Search - ConvertPlaceholderGroup() 2% ValidateSparseFloatRows() ; iFBA 3% K E 2% A 23k FastMemcpy()o
JeE R EAEEMANG | HEANERKLE | TEEEHE confirm,

confidence 0.80 - severity medium

Critic - iter 3 - confirm

BYMESEAD, AENFESTARHDE
EHTIREN knowhere v3.0.6 , 3k SparseRow(n) £ Et44F 8n B , FastMemcpy() B2 size j5 4 # Assertinfo() KERE,

E & ParsePlaceholderGroup() —» SparseBytesToRows() - CopyAndWrapSparseRow() , #IAFE T dense / emb-list # reserve().

375K ValidateSparseFloatRows() A HAA : len(row) % 8 |= 0 £3E4IE%IT

PAHLTF insert / upsert / import , Search &M ; ConvertPlaceholderGroup() 2 8 P it E 2R E R bytes.
task_search.go:631 & raw blob ; ParsePlaceholderGroup() M check_data_type() RN EXHKE  FREZTEHKE,
SRRV TR AT RERS IEF B RE ?

grpc.MaxRecvMsgSize() FR#IH S & & ; validateNQLimit() K& nq ; =& FAR LT size % 8o

catch(std::exception&) RIFRELNE , TREME C K EM FastMemcepy() E Ao

R : confirm ; lan Beer / Tavis Ormandy P& 35% AR BT 1-7 B HERSH

dense / emb-list f83F no-finding ; RCE HEETH SHEA R 5o

confidence 0.82 - severity high




repo
https://github.com/JANUS-SEC/ZeroMDASH

author
https://github.com/Cossack9989
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