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S 00000000: USB2.0 *2 to BMC M2 SSD
BIOCk Dlag ram jg1§[J ! —*D /ﬁ % External USB Conn Tl'l-lnlqr.
|
' 2* PCle x4 |
A = | &R
é& EE*& E/\] E jk IX. leJ/—\EE — — 4 SATNPCIEX4J’4 PClex1 — — M2 SSD PCle x8 m: ; L& |
4 SATA/PClex4/4 PClex1 i | | i Ocul_mk - CONN M.2 SSD *2
rFSsRURNFRIE S — e POl 0! —
- USB2.0 *2 to HUB g — PClex32 Slot_4(FPGA
4* SATA E E SATA Conn Mtz—"sﬁgﬁ*z A )
==l | PCle X6
==1= — | SFl F——=
PC'GCI:\—_HJ'J% Bd M—L =TI PClex16 Slot_5(HBA)
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WBMC*%:[EQ e PCle x8 —_—
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PClex16 Slot 3(OCP Mezz,M.2)
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2.1.1. [RF#REaIRE

- ACEH , BMCExzf

» =>BMC A e S iz 1% 11 #E
+ =>DCHE (EWRAMPClesMx AL L&)
» =>UEFI POST (PEIl => DXE => BDS => TSL => ...)
» ==>UEFI DXETExInZk PCles M {4

« ==>UEFI| TSL}j ERizf7bootloader (UEFI App)

*/
¢ + ===>bootloaderf{£OS T

e MIGKFEIEIKT  vmlinuz=>vmlinux=>...
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2.1.2. M\BMC#2%lbootkit playground

MXATERERHD AR

N,

* BItE: BABMCREHITRYF, R EABMCZE BaIF1 1R
%%Eiﬂ Production network Management Network

 Pantsdown/socflash/CVE-2019-6260+Yafu/CVE-2023-
34335

» BMCHYipmi/redfish/webULREARA L, A4 REIXH?
o« 544 TredfishayFH2kiz O, B ##15EEBMC spi flash

- RSB EFEE R BXENMES
‘{"}T —

J_:___t_;l — M ) SN
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2.1.2. M\BMC#2%lbootkit playground

BB A IR [l BB =EBM

debug: Permissive SuperIO: l ed

Ydma: 332@?13?23 Patt Ll VGA PCle dev1ce Enabled
BMC: Disabled MMIO on VGA device: Enabled
VGA: Enabled e P2A write filter state:
S e T 0x00000000-0xOTFFFFFf (Firmware):

p2a: Permissive 0x10000000-0x1fffffff (SoC IO):
R [au o 0x20000000-0x2fffffff (BMC Flash):
e 0x30000000-0x3fffffff (Host Flash):
[0x00000000 - OxOfffffff] Firmware: Writable Ox40000000-0x5FfFffffff (Reserved):
risoconn - U] e 2in: Il CX60000000-0X7FFITITE (LPC Host):
[0x30000000 - Ox3fFfffff] Host Flash: Writable 0x80000000-OxFFFFFFff (DRAM):
[0x40000000 - Ox5FTffffff] Reserved: Writable X-DMA on VGA device: Enabled
[0x60000000 - Ox7fffffff] LPC Host: Writable BMC PCIe device: - _
[OxBOOOOOOO - OxFfffffff] DRAM: Writable

ilpc:  Permissive X-DMA 1is unconstralned

SuperIO address: 0x2e Debug UART:

# ipmitool raw 0x32 0x21 -v # ipmitool raw @x32 @x21 -v
Loading IANA PEN Registry... Running Get PICMG Properties my_addr ©x20, transit @, target ©
Running Get VSO Capabilities my addr 0x20, transit 0, target 0 Error response @xcl from Get PICMG Properities
Invalid completion code receilved: Invalid command Running Get VSO Capabilities my_addr ©x20, transit @, target ©
Discovered IPMB address 0x0 Invalid completion code received: Invalid command //
: RAW REQ (channel=0x0 netfn=0x32 1lun=0x0 cmd=0x21 data_ len=0) | B Discovered IPMB address ©x© i{
fﬁqr* _ Unable to send RAW command (channel=0x0 netfn=0x32 lun=0x0 cmd=0x21 rsp=0xc7): Request data lenqth invalid RAW REQ (channel=0x@ netfn=0x32 lun=0x@ cmd=ex21 data len=0) gg

g Unable to send RAW command (channel=0x@ netfn=0x32 lun=0x0 cmd=0x21 rsp=0xcl): Invalid command - p—
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2.2.1. Host => BMC => %iﬂlﬁj (IXMegaRAC 441 )

» Host getshell BMC
* ipmi RCE. CVE-2023-34336

» evil fw+reboot. &%2.1.2F;EE=E 4 + ipmitool mc reset cold

« BMC get shell BMC

« Redfish/s 5RCE. CVE-2022-40259, CVE-2023-34334
« +RedfishiA\1E%%1d . CVE-2023-34329, CVE-2024-54085
« +—4—%, BUE/EBMCHipmi/redfishlix%s. CVE-2023-25191

 slpd RCE. CVE-2023-29552
» Virtual Media RCE. Key Video Mouse RCE. CVE-2023-3729[3-7]
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2.2.2. Host => DPU => EF’:WJ (I Bluefield 354 )

» DPUXfHostry 151 12 1l
* tHixab a1, (BluefieldEIAIXDPU Modeiz17, jtifHost
BidrshimizHDPU, EEREHTF, MRERE TN IR
Zero-Trust/Restrict ModeZ= || Host#ZH|DPU )
* DPU App
e spdk, yx Afuzz
» dpdk, {hsA:x Afuzz
« « HthEHIThEE (Bluefield DOCATIFEIBMIED . AES- S -
GCMpyEIZ) | Bz Afuzz

@r
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&A1 bmcwalk

° ’:J J//\ 2 _EII\_JEJL/\
* B f#ATBMCE %+

S S
® £2 /\\j:— T-H- = ‘Iﬂ
HF 7e87T— MR
02:15:11 root@workstation ~ - bmcwalk-scan.py --path /opt/bmcwalk/examples/ASUS PRO-WS-WRX8OE-SAGE-SE-1.32.0.uma --rules CVE-2023-34335 CVE-2025-23016 --manufacturer asus --
product wrx80e-sage-se --version 1.32.0

TI

IR [ TR I T A /N " | /"] ")
| e S L G e S 1 [ el / \ [ L
| : N A v ENE | 7 /\ L [ | !/
A G O [ N7 G O A | // A | K A
= 2y 2. 2[R A R\ | £/ / \\ LR T [ O [ T ¢
( /1 IN_/1__I N N/ NI/ NN (] \) )

| 7,

(?7u 2025-05-21 14:15:15.399 | INFO | bmcwalk.extractor:part_extract squashfs:87 - Found SQUASHFS @ 0x160000 i; :
— ' _ | 2025-05-21 14:15:15.445 | INFO | bmcwalk.extractor:save to 1mg:84 - IMAGE of root has been saved to /tmp/91ball8c51a18f5d4b491a0e25430a58. img . | s
. e Warnlng run r2 thh -e bwn.cache=true to fix relocations 1n disassembly
NN :36.601 | SUCCESS | bmcwalk.operator:scan_umage by fw path:61 - Hit CVE-2025-23016:CVE-2025-23016-vuln at /tmp/91ball8c51a18f5d4b491a0e25430a58-root-out-f1l -
‘ es/usr/local/llb/llbfcgl s0.0.0.0 -
| :00.971 | SUCCESS | g:do:271 - found cosflash
2025-05-21 5:01.009 | SUCCESS | bmcwalk.operator:scan_image by fw path:61 - Hit CVE-2023-34335:CVE-2023-34335 at /tmp/91bal18c51a18f5d4b491a0e25430a58-root-out-files/us
r/local/llb/llblpmlmsghndlr $S0.6.205.0
| SUCCESS | bmcwalk.operator:scan_image by fw path:61 - Hit CVE-2023-34335:CVE-2023-34335 at /tmp/91ball8c51a18f5d4b491a0e25430a58-root-out-files/us

r/local/llb/l1b1pm1pdkcmds s0.6.1.0
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3.1.1. MegaRACE| {4 &4

00BO

* “SMODULES” AB DXk (FR B BEX DX EME)
» +OX18 AN X R, +0x24AXHARFENEXNmTZ (BP0 ARA AEXTRETZ )
014:FFEO FF FF FF FF|FF FF FF FF|FF FF FF FF|FF FF FF FF yyyyyyyyyyyyyyyy O015:FFE0 FF FF FF FF|FF FF FF FF | FF FF FF FF|FF FF FF FF yyyyyyyyyyyyyyyy
014:FFFO FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF yyyyyyyyyyyyyyyy 015:FFF0 FF FF FF FF. FF FF FF FF FF FF FF FF|FF FF FF FF yyyyyyyyyyyyyyyy
015:0000 [24°4D 4F 44 55 4C 45 24 01_08 40 _00 00 00 77 01 $MODULES..@...w. 016:0000 [68 73 71 73/66 14 00 00 96 CA FE 6300 10 00 00 hsqgsf...-Epc....
g]ggg;g gg gg ;g gg 4000 0C g? gg gg gg ------- 9"33" 016:0010 D2 01 00 00 04 00 OC 00 CO 02 01 00 04 00 00 00 O....... Ao,
015:0030 06 81 4F cc T 0 30 30 3000 00 AR 5 . 01~ 000000, sy 016:00200 E2 17 9C FB(00 00 00 00/6B 26 75 01(00 00 00 00 o.cxG K&MU. . . .-
015:0040 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF 99999999999yyyy 0160030 63 26 75 01/00 00 00 00 FF FF FF FF FF FF FF FF c&u..... VYVYVyyy
015:0050 EF EF EF EE|EE FE FE EE|EE EE EE EF|FE EE EE EE yyoyvswyvssyoyoy 010:0040 OF 42 73 01(00 00 00 00|31 43 74 0100 00 00 00 .Bs..... 1Ct. .. ..
016:0050 B9 08 75 01|00 00 00 00(2D 26 75 01|00 00 00 00 '.u..... -8U. . ...
016:0060 FD 37 7A 58 5A 00 00 01|69 22 DE 36|03 CO BD 0OA y7zXZ...i"b6.Ak.
| 016:0070 80 20 21 01|00 00 00 00(9D F1 D2 2E|EO OF FF 05 € !...... ﬁO.é.y.\
OrL= 016:0080 35 5D 00 3F|91 45 84 68|3B DE DE A6 |OF 23 FO D4 5].?°'E,h;bb!.#30%
=T ﬁ _— _016:0090 24 19 E7 A6|7E 36 A7 7C|ED 17 E1 3F B3 72 63 AF $.¢'~68|1i.47°rc =o—
Iz -——016:00A0 7E 50 86 4E 77 C3 6C D1 E7 C1 F6 05 F1 61 0D 13 ~PtNwAlN¢A®.da. .
=7, /4016 6A ED OB EC 51 9A 72 1B|98 38 3B E9 6D 9C 2D 60 ji.iQ3r."8;éme-"
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3.1.2. OpenBMC E{4-f#4

&fmc {
* FRAERYDTBZEHS s - oo’

04F:6170 00 00 00 03|00 00 00 1B|00 00 00 00|46 6C 61 74 ............ Flat
04F:6180 74 65 6E 65 64 20 44 6576 69 63 65 20 54 72 65 tened Device Tre
04F:6190 65 20 62 6C|6F 62 00 00 00 00 00 03 00 00 F3 90 e blob........ 6 PO { e - e partitions

04F:61A0 00 00 00 1B /DO OD FE ED 00 00 F3 90 00 00 00 38 ....P.pi..6....8 e =

04F:61B0 00 00 EB FO 00 00 00 28 00 00 00 11 00 00 00 10 ..&8...(........

04F:61CO 00 00 00 00 00 00 07 A0 00 00 EB B8 00 00 00 00 ....... €, e o

04F:61D0 00 00 00 00|00 00 00 00 00 00 00 00|00 00 00 01 ................ s = 0 ouoe

04F:86D0 |72 6F 66 73 40 61 30 30 30 30 30 00 00 00 00 03 rofs@a00000..... "’

04F:86E0 00 00 00 08 00 00 03 42 00 A0 00 00 02 50 00 00 ....... B. ...P.. rermeigroess

04F:86F0 00 00 00 03|00 00 00 05|00 00 04 OC|72 6F 66 73 ............ rofs s - s oo
O9F:FFEO FF FF FF FF|FF FF FF FF|FF FF FF FF|FF FF FF FF yyyyyyyyyyyyyyyy ’ //; v
09F:FFFO FF_FF_FF_FF FF FF FF FF FF FF FF FF FF FF FF FF yyyyyyyyyyyyyyyy e 4 -
0A0:0000 [68 73 71 73D1 OE 00 00 70 7F A2 5A |00 00 02 00 hsqgsN...p.¢Z.... =
0A0:0010 C6 00 00 00 04 00 11 00 CO 00 05 00|04 00 00 00 K....... e , e /0

0A0:0020 (B 19 9C 7C 00 00 00 00 34 A1 04 02|00 00 00 00 E.ee|....4j...... .

0A0:0030 2C A1 04 02/00 00 00 00 FF FF FF FF|FF FF FF FF ,;...... AAAAAATAT A
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» HBISHT s ITXSHF
» SemgrepLEC oD + POCH4RH&EAREFOpenAP

» R¥ERZL. caller. callee. 5|HFFFHEMITIE
e Z/"semgrep patterngi Bk
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3.2.1. LECBMC{AfCHE

» MExFTHICVE-2025-23016 445

» Headless IDARLE .

* HTEESE

V4

_° ?ﬂ? SRR

N [anller

N

MegaRAC
semgrep
rootfs
libfcgi.so....
i)

FCGX_Accept_r

_\

— 17T

(Y] CVE-2025-23016.ym|

idat: /opt/ida-pro-9.1/idat

name: CVE-2025-23016

type: ["MegaRAC"]

engine: semgrep

target: root

detail: ——”’,,——"”’—’J'
7 - name: CVE-2025-235016-vuln

path_pattern:

file_type:
filter:

functions:

callers:
callees:
strings:
lang: "c"

fix_func_types:

\/libfcgi\.so[0-9\-_\.1{6,1}
[”SD”, Ile'L_FII]

[]

["FCGX_Accept_r"]
il
1]

rules:

- id: CVE-2025-23016

options

symbolic propagation: true

metadata:

author: cB@ss4ck9989%@gmail.com
references

- https://github.com
confidence: MEDIUM

J/FastCGI-Archives

message: >-
FastCGI fcgi?2 (aka fcgi) 2.x through 2.4.4 has an

severity: ERROR

languages:

— CPp
patterns
- pattern: |

while( ... ) {

$NAME_LEN = $GET _CHR(...);

SF (=) 1
if ( $GET STR(...) !1=3 ) {

}
$NAME_LEN = ...;

}

h
- pattern-not: |

while( ... ) {

$NAME LEN = $GET_CHR(...);

i oo ) A
if ( $GET_STR(...) !=

}

$NAME_LEN = ...;
if (<... $NAME LEN ...>) {

¥
}

}

- focus-metavariable: $NAME LEN

Jfcgi2/issues

/67

inte

ger ove

rflow (and resu

ltant heap-based buffer ove

rflow
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3.2.2. HEX MM

M CVE-2023-34335 443
% ILALCmdHNdIrFINetfn ThIX P> 88 1 1 4%

& (1RE fasemgrepTAKiX/H)
RIBIEZFREEHMESEE
JRFH A& idapython il

.
Al

RS, TTLE

| Ll

def check_cmd_handler_with_cmd_switch(self, display=False):

netfn_cmd_map = {}
for cmd_handler_item in self.cmd_handler:

netfn = f"{int(cmd_handler_item.NetFn) :02x}"

if netfn not in netfn_cmd_map.keys():
netfn_cmd_map[netfn] = {}

for cmd_handler_map_item in cmd_handler_item.CmdHndlrMap:
cmd = f'{int(cmd_handler_map_item.Cmd) :02x}"
if cmd not in netfn_cmd_map[netfn].keys():

netfn_cmd_map[netfn][cmd] = {}

netfn_cmd_map[netfn][cmd] ["Enabled"] =

if isinstance(cmd_handler_map_item.CmdHndlr,

"unknown"

fune_t):

cmd_handler_pointer = f" {get_ea_name(cmd_handler_map_item.CmdHndlr.start_ea)} "

else:

cmd_handler_pointer = f"@{int(cmd_handler_map_item.CmdHndlr)}:08x"
netfn_cmd_map[netfn][cmd]["CmdHndlr"]

for cmd_switch_item in self.cmd_switch:
netfn = f"{cmd_switch_item.NetFn:02x}"
if netfn not in netfn_cmd_map.keys():

.debug_log(f"not found {netfn} in

continue

cmd_handler_pointer

“cmd_handler™")

for net_fn_cmd in cmd_switch_item.NetFunction:
cmd = f"{int(net_fn_cmd.CmdNum) :02x}"

if cmd not in netfn_cmd_map[netfn].keys():
.debug_log(f"not found {cmd} under {netfn}")

continue

netfn_cmd_map[netfn][cmd] ["Enabled"] =

if display:
print(json.dumps(netfn_cmd_map,
return netfn_cmd_map

=4))

"false"

if net_fn_cmd.Status

NetFnCmdsItemStatus.DI
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THANKS!
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